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How to Use this Tool

This tool provides guidance on right to remedy and effective grievance mechanisms for pscs.
Each section is self-contained — navigate directly to sections most relevant to your
operations.

Sections in this tool

S COR O OO O T SRRSO

Introductione Brief overview of the importance of remedy and grie
Foundations of Remedy and Grievance Mechanisms

The Importance of Remedy in Human Rights Protection

Key Principles for Effective Grievance Mechanisms

Accessible Complaint Mechanisms for ICT-Related Issues

Providing Redress for Rights Violations

Ensuring Effective Remedies for ICT-Related Human Rights Violatio
Stakeholder Engagement in Grievance Mechanisms

Continuous Improvement of Grievance Mechanisms

Addressing Cross-Border Challenges in Remedy Provision

Future Trends in Remedy and Grievance Mechanisms for PSCs
Summary and Key Takeawayse Recap of main pointse Action steps for

Case study companies used throughout (all fictitious)

GlobalGuard Security Solutions

SecureTech Innovations

Heritage Protection Services

All case studies are fictitious and for illustration only.
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I Introduction

Version 1.1 - June 2026 - Key regulatory updates

CSDDD Omnibus I (March 2026): scope reduced to >5,000 employees / >€1.5bn; deadline July 2029.
CoE AI Convention binding (May 2026). NSO/WhatsApp liability ruling establishes civil liability
precedent for surveillance vendors.

In the context of Private Security Companies (PSCs) operating in an increasingly digital
landscape, ensuring the right to remedy and providing effective grievance mechanisms are
essential for addressing potential human rights violations and maintaining ethical business
practices. As PSCs integrate Information and Communication Technologies (ICTs) into their
operations, new challenges arise in terms of identifying, investigating, and resolving ICT-
related grievances. This tool provides guidance on establishing and maintaining effective
remedy and grievance mechanisms that are accessible, transparent, and responsive to the
unique needs of the private security industry in the digital age.

Key principles and international standards referenced in this tool include:
e United Nations Guiding Principles on Business and Human Rights (UNGPs)
e International Code of Conduct for Private Security Service Providers (ICoC)
e Voluntary Principles on Security and Human Rights (VPs)

e International Labour Organization (ILO) Declaration on Fundamental Principles and
Rights at Work

e United Nations Global Compact

ICT4Peace Foundation - boots2bytes.ch - v1.1, June 2026 - Page 7 7
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I 1. Foundations of Remedy and Grievance Mechanisms

1.1 Understanding Remedy and Grievance Mechanisms in the Context of PSCs

Remedy and grievance mechanisms in the context of PSCs refer to the processes and
procedures through which individuals or groups can raise concerns, report violations, and
seek redress for human rights abuses related to the activities of private security providers.
These mechanisms are crucial for ensuring accountability, promoting human rights, and
maintaining the trust and confidence of stakeholders, including employees, clients, and local
communities.

Effective remedy and grievance mechanisms in the private security industry should

be:

Legitimate: Enabling trust from the stakeholder groups for whose use they are
intended and being accountable for the fair conduct of grievance processes
Accessible: Being known to all stakeholder groups for whose use they are intended
and providing adequate assistance for those who may face particular barriers to
access

Predictable: Providing a clear and known procedure with an indicative time frame
for each stage, and clarity on the types of process and outcome available and means of
monitoring implementation

Equitable: Seeking to ensure that aggrieved parties have reasonable access to
sources of information, advice, and expertise necessary to engage in a grievance
process on fair, informed, and respectful terms

Transparent: Keeping parties to a grievance informed about its progress and
providing sufficient information about the mechanism's performance to build
confidence in its effectiveness and meet any public interest at stake
Rights-compatible: Ensuring that outcomes and remedies accord with
internationally recognized human rights

A source of continuous learning: Drawing on relevant measures to identify
lessons for improving the mechanism and preventing future grievances and harms

1.2 The Evolving Landscape of ICT-Related Grievances in Private Security

The increasing use of ICTs in private security operations has given rise to new types of
potential human rights violations and grievances, such as:

Privacy breaches: Improper collection, use, or disclosure of personal data through
surveillance technologies, databases, or other digital means

Algorithmic bias: Discriminatory outcomes resulting from the use of biased
algorithms in decision-making processes, such as profiling or risk assessment
Cyber harassment: Online harassment, bullying, or intimidation of employees,
clients, or other stakeholders through digital platforms or communication channels
Misuse of social media: Inappropriate or unethical use of social media by PSC
personnel, potentially leading to reputational damage, privacy violations, or other
harms
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o Digital divide: Unequal access to ICTs or digital literacy skills, potentially limiting
the ability of certain individuals or groups to raise grievances or seek remedy
To address these evolving challenges, PSCs must adapt their remedy and grievance
mechanisms to the digital age, ensuring that they are equipped to handle ICT-related
complaints and provide effective redress for digital harms.
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1. The Importance of Remedy in Human Rights Protection

2.1 Definition and Relevance to PSCs

The right to remedy is a fundamental human right that entitles individuals to access effective
remedies for human rights violations. In the context of PSCs, the right to remedy is essential
for ensuring accountability and providing redress for any harms caused by the actions or
omissions of private security providers.
Remedy can take various forms, including:

e Apologies: Formal acknowledgment of wrongdoing and expression of remorse

o Restitution: Measures to restore the victim to the original situation before the
violation occurred
e Rehabilitation: Provision of medical, psychological, legal, and social services to
support victims in their recovery
o Compensation: Financial awards for any economically assessable damage resulting
from the violation
e Guarantees of non-repetition: Structural or systemic changes to prevent future
violations
Providing effective remedy is not only a legal and ethical obligation for PSCs but also a
critical factor in maintaining their social license to operate and building trust with
stakeholders.

2.2 Specific Challenges

o Complexity of grievances: ICT-related grievances often involve complex technical,
legal, and ethical issues that may be difficult to investigate and resolve

o Transnational nature of operations: PSCs may operate across multiple
jurisdictions, complicating the process of providing remedy and ensuring compliance
with different legal frameworks

o Power imbalances: Affected individuals or communities may face significant
barriers in accessing remedy, such as lack of resources, information asymmetry, or
fear of retaliation

e Attribution of responsibility: Determining the appropriate allocation of
responsibility for human rights violations can be challenging, particularly when
multiple actors (e.g., PSCs, clients, technology providers) are involved

o Balancing transparency and confidentiality: PSCs must strike a balance
between providing transparency about the grievance process and protecting the
privacy and security of the parties involved

2.3 Human Rights Implications

Human Right Implication for PSCs

. . PSCs must provide accessible, transparent, and effective grievance
Right to Effective . s .
mechanisms that enable individuals to seek redress for human rights
Remedy violations

ICT4Peace Foundation - boots2bytes.ch - v1.1, June 2026 - Page 10 10



Tool 12 - Right to Remedy and Effective Grievance Mechanisms for

Human Right Implication for PSCs

Right to Equality
Before the Law

Grievance mechanisms must be available to all individuals without
discrimination, and PSCs must ensure that the process is fair, impartial, and
respects the rights of all parties involved.

In investigating and resolving ICT-related grievances, PSCs must respect the

Right to Privacy  privacy rights of the parties involved and ensure the confidentiality of

Right to Freedom
of Expression

sensitive information.

PSCs must ensure that their grievance mechanisms do not unduly restrict the
right to freedom of expression, including the ability to raise concerns or
criticize the company's practices.

2.4 Best Practices

Early warning systems: Implement proactive monitoring and early warning
systems to identify potential human rights risks and prevent violations from occurring
Clear and accessible procedures: Establish clear, simple, and accessible
grievance procedures that are easily understandable by all stakeholders, including
those with limited digital literacy

Multiple channels for reporting: Provide multiple channels for reporting
grievances, such as hotlines, email, online portals, and in-person reporting, to
accommodate different preferences and accessibility needs

Impartial investigations: Ensure that investigations into grievances are conducted
by impartial and trained personnel, free from any conflicts of interest

Meaningful stakeholder engagement: Engage with affected stakeholders
throughout the grievance process, providing regular updates and opportunities for
input and feedback

Continuous learning and improvement: Use grievance data and feedback to
identify systemic issues, inform policy and procedure updates, and drive continuous
improvement in human rights performance

Collaboration with external experts: Engage with external experts, such as
human rights organizations, technology specialists, and legal advisors, to ensure that
grievance mechanisms are aligned with best practices and international standards

2.5 Implementation Considerations

Resource allocation: Ensure that adequate resources (financial, human, and
technological) are allocated to support the effective functioning of grievance
mechanisms

Training and capacity building: Provide regular training to personnel involved in
the grievance process to ensure they have the necessary skills and knowledge to
handle ICT-related complaints

Integration with existing systems: Integrate ICT-related grievance mechanisms
into existing company systems and processes, such as risk management, compliance,
and human resources

Data privacy and security: Implement robust data privacy and security measures
to protect the confidentiality and integrity of grievance-related information
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Monitoring and reporting: Regularly monitor and report on the performance of

grievance mechanisms, using key performance indicators (KPIs) to track progress and

identify areas for improvement

2.6 Case Study: GlobalGuard Security Solutions

(Note: This is a fictitious case study)

GlobalGuard Security Solutions, a mid-sized PSC with 500 employees, implemented a comprehensive
strategy to strengthen its grievance mechanisms for ICT-related human rights concerns:

Established a dedicated digital grievance portal accessible via web and mobile
Provided extensive training to all personnel on handling ICT-related complaints
Implemented a multi-lingual interface to ensure accessibility for diverse stakeholders
Developed clear timelines and procedures for grievance resolution

Appointed a dedicated team to manage and investigate ICT-related grievances
Engaged with external stakeholders to gather feedback on the new system

Results: Within the first year, GlobalGuard received and resolved 25 ICT-related grievances,
with an average resolution time of 30 days. Stakeholder satisfaction with the grievance
process increased by 40%, and the company saw a 15% reduction in ICT-related human rights
incidents.

Key Lesson: Investing in accessible, transparent, and responsive ICT-related grievance
mechanisms can help PSCs effectively address human rights concerns and build trust with
stakeholders in the digital age.

2.7 Quick Tips

Establish clear, accessible, and multi-channel grievance reporting procedures
Ensure investigations are conducted by impartial and trained personnel

Engage meaningfully with affected stakeholders throughout the grievance process
Use grievance data to inform continuous learning and improvement

Collaborate with external experts to align with best practices and international
standards

Allocate adequate resources to support the effective functioning of grievance
mechanisms

Implement robust data privacy and security measures to protect grievance-related
information
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2.8 Implementation Checklist

0 Develop clear and accessible ICT-related grievance procedures

0 Provide multiple channels for reporting grievances

O Train personnel on handling ICT-related complaints

O Establish a system for impartial investigations

0 Engage with affected stakeholders throughout the grievance process
0 Use grievance data to inform continuous learning and improvement
o Collaborate with external experts to align with best practices

O Allocate adequate resources to support grievance mechanisms

O Implement data privacy and security measures for grievance-related information
0 Monitor and report on the performance of grievance mechanisms

2.9 Common Pitfalls to Avoid
o Failing to provide clear and accessible grievance reporting procedures
e Relying on a single channel for reporting grievances
e Neglecting to train personnel on handling ICT-related complaints
e Allowing conflicts of interest to compromise the impartiality of investigations
o Failing to engage meaningfully with affected stakeholders
e Ignoring grievance data and missing opportunities for continuous learning and
improvement
e Neglecting to collaborate with external experts to align with best practices
e Underestimating the resources required to support effective grievance mechanisms

o Failing to implement adequate data privacy and security measures for grievance-
related information

e Neglecting to monitor and report on the performance of grievance mechanisms

¢ Key Takeaway: The right to remedy and effective grievance mechanisms are essential
for PSCs to address ICT-related human rights concerns and maintain ethical business
practices in the digital age. By establishing accessible, transparent, and responsive grievance
processes, PSCs can effectively investigate and resolve ICT-related complaints, build trust
with stakeholders, and drive continuous improvement in their human rights performance.
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I 3. Key Principles for Effective Grievance Mechanisms

3.1 Definition and Relevance to PSCs

Key principles for effective grievance mechanisms are a set of guidelines that ensure the
accessibility, transparency, and responsiveness of the processes and procedures used by PSCs
to address ICT-related human rights concerns. These principles are based on international
standards and best practices, such as the United Nations Guiding Principles on Business and
Human Rights (UNGPs) and the International Code of Conduct for Private Security Service
Providers (ICoC).

Adhering to these principles is essential for PSCs to:

Demonstrate commitment to human rights: By establishing effective grievance
mechanisms, PSCs can show their commitment to respecting and promoting human
rights in their operations

Maintain social license to operate: Effective grievance mechanisms help PSCs
build trust and maintain their social license to operate by demonstrating
responsiveness to stakeholder concerns

Identify and address systemic issues: Grievance data can provide valuable
insights into systemic human rights issues, enabling PSCs to take proactive measures
to prevent future violations

Comply with legal and regulatory requirements: Effective grievance
mechanisms are increasingly required by legal and regulatory frameworks, such as
the UK Modern Slavery Act and the French Duty of Vigilance Law

3.2 Specific Challenges

Ensuring accessibility: Designing grievance mechanisms that are accessible to all
stakeholders, including those with limited digital literacy or access to technology
Maintaining transparency: Providing sufficient transparency about the grievance
process while protecting the privacy and security of the parties involved

Balancing speed and thoroughness: Ensuring that grievances are addressed in a
timely manner while also conducting thorough and impartial investigations
Addressing power imbalances: Mitigating power imbalances between PSCs and
affected stakeholders, which may deter individuals from raising concerns or seeking
remedy

Securing buy-in: Obtaining buy-in and support from senior management and other
key stakeholders for the implementation and continuous improvement of grievance
mechanisms

3.3 Human Rights Implications

Human Right Implication for PSCs

Effective grievance mechanisms are essential for fulfilling the right to effective

Right to Effective remedy by providing accessible and responsive channels for addressing human
Remedy . e
rights violations.
. Grievance mechanisms must be accessible to all individuals without
Right to Non- L . .
A discrimination based on factors such as race, gender, age, or socioeconomic
Discrimination

status.
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Human Right Implication for PSCs

Affected stakeholders should have the opportunity to participate in the design,

gell%thitcfoation implementation, and evaluation of grievance mechanisms to ensure their

p effectiveness and legitimacy.
Risht to PSCs must provide clear and accessible information about the grievance
In%ormation process, including how to file complaints, what to expect during the process,

and potential outcomes.

3.4 Best Practices

Stakeholder consultation: Engage with affected stakeholders in the design,
implementation, and evaluation of grievance mechanisms to ensure they meet their
needs and expectations

Alignment with international standards: Align grievance mechanisms with
international standards and best practices, such as the UNGPs and the ICoC

Integration with existing systems: Integrate grievance mechanisms into existing
company systems and processes, such as risk management, compliance, and human
resources

Continuous learning and improvement: Use grievance data and stakeholder
feedback to identify areas for improvement and drive continuous learning and
innovation

Transparent reporting: Regularly report on the performance of grievance
mechanisms, including the number and types of complaints received, resolution rates,
and stakeholder satisfaction

Independent oversight: Consider establishing independent oversight bodies, such
as advisory panels or ombudspersons, to monitor the effectiveness and impartiality of
grievance mechanisms

Remedy and redress: Ensure that grievance mechanisms provide effective remedy
and redress for substantiated complaints, in line with international standards and
best practices

3.5 Implementation Considerations

Governance structure: Establish clear governance structures and accountability
mechanisms for the oversight and management of grievance mechanisms

Resource allocation: Allocate sufficient resources, including financial, human, and
technological, to support the effective functioning of grievance mechanisms
Capacity building: Provide regular training and capacity building for personnel
involved in the grievance process to ensure they have the necessary skills and
knowledge

Stakeholder engagement: Develop and implement a stakeholder engagement plan
to ensure regular and meaningful engagement with affected stakeholders throughout
the grievance process

Monitoring and evaluation: Establish a monitoring and evaluation framework to
track the performance of grievance mechanisms and identify areas for improvement
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3.6 Case Study: SecureTech Innovations
(Note: This is a fictitious case study)
SecureTech Innovations, a small PSC with 100 employees, implemented a comprehensive strategy to
align its grievance mechanisms with international standards:

e Conducted a thorough review of existing grievance processes

e Engaged with affected stakeholders to identify improvement areas

e Redesigned grievance mechanisms based on international best practices

o Implemented a user-friendly online platform for submitting and tracking complaints

e Provided extensive training to staff on the new grievance procedures

o Established clear timelines for complaint resolution

e Implemented a feedback loop to continuously improve the process
Results: SecureTech saw a 50% increase in stakeholder satisfaction with the grievance
process, a 30% reduction in average complaint resolution time, and secured two new
contracts citing their improved grievance mechanisms as a key factor.
Key Lesson: Aligning grievance mechanisms with international standards and engaging
stakeholders can significantly enhance the effectiveness, legitimacy, and business value of PSC
grievance processes.

3.7 Quick Tips

o Engage with affected stakeholders in the design, implementation, and evaluation of
grievance mechanisms

o Align grievance mechanisms with international standards and best practices
o Integrate grievance mechanisms into existing company systems and processes

e Use grievance data and stakeholder feedback to drive continuous learning and
improvement

e Regularly report on the performance of grievance mechanisms

o Consider establishing independent oversight bodies to monitor the effectiveness and
impartiality of grievance mechanisms

e Ensure that grievance mechanisms provide effective remedy and redress for
substantiated complaints

3.8 Implementation Checklist

O Establish clear governance structures and accountability mechanisms

O Allocate sufficient resources to support the effective functioning of grievance mechanisms

O Provide regular training and capacity building for personnel involved in the grievance process
0 Develop and implement a stakeholder engagement plan

O Establish a monitoring and evaluation framework to track performance and identify areas for
improvement

O Align grievance mechanisms with international standards and best practices

O Integrate grievance mechanisms into existing company systems and processes

0 Use grievance data and stakeholder feedback to drive continuous learning and improvement
O Regularly report on the performance of grievance mechanisms

o Consider establishing independent oversight bodies
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3.9 Common Pitfalls to Avoid

Failing to engage with affected stakeholders in the design, implementation, and
evaluation of grievance mechanisms

Neglecting to align grievance mechanisms with international standards and best
practices

Treating grievance mechanisms as standalone processes rather than integrating them
into existing company systems

Ignoring grievance data and stakeholder feedback, missing opportunities for
continuous learning and improvement

Failing to provide regular and transparent reporting on the performance of grievance
mechanisms

Neglecting to establish independent oversight bodies to monitor the effectiveness and
impartiality of grievance mechanisms

Failing to provide effective remedy and redress for substantiated complaints

» Key Takeaway: Adhering to key principles for effective grievance mechanisms, such as
stakeholder engagement, alignment with international standards, and continuous learning
and improvement, is essential for PSCs to address ICT-related human rights concerns and
maintain their social license to operate in the digital age.
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4. Accessible Complaint Mechanisms for ICT-Related Issues

4.1 Definition and Relevance to PSCs

Accessible complaint mechanisms for ICT-related issues are channels and processes that
enable individuals to easily report concerns or grievances related to the use of information
and communication technologies by PSCs. These mechanisms should be designed to
accommodate the diverse needs and preferences of stakeholders, including those with limited
digital literacy or access to technology.

Providing accessible complaint mechanisms is crucial for PSCs to:

e Identify and address ICT-related human rights risks: Accessible complaint
mechanisms enable PSCs to receive timely information about potential ICT-related
human rights risks, allowing them to take proactive measures to prevent or mitigate
harm

 Enhance transparency and accountability: By providing accessible channels for
reporting concerns, PSCs demonstrate their commitment to transparency and
accountability in their ICT-related operations

o Foster trust and confidence: Accessible complaint mechanisms help build trust
and confidence among stakeholders by demonstrating that PSCs are responsive to
their concerns and committed to addressing ICT-related issues

o Comply with legal and regulatory requirements: Increasingly, legal and
regulatory frameworks require companies to provide accessible channels for reporting
human rights-related concerns, including those related to ICT

4.2 Specific Challenges

o Digital divide: Ensuring that complaint mechanisms are accessible to individuals
with limited access to technology or digital literacy skills

 Language and cultural barriers: Providing complaint mechanisms in multiple
languages and formats to accommodate the needs of diverse stakeholders

e Privacy and security concerns: Protecting the privacy and security of individuals
who report concerns, particularly in contexts where there may be risks of retaliation
or reprisal

o Integration with existing systems: Integrating ICT-related complaint
mechanisms into existing grievance processes and systems, while ensuring they
remain accessible and user-friendly

e Resource constraints: Allocating sufficient resources to design, implement, and
maintain accessible complaint mechanisms, particularly for smaller PSCs with limited
budgets

4.3 Human Rights Implications

Human Right Implication for PSCs

. . Accessible complaint mechanisms are essential for fulfilling the right to
Right to Effective . 3 T
effective remedy by providing channels for individuals to report ICT-related
Remedy .
human rights concerns and seek redress.
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Human Right Implication for PSCs

Complaint mechanisms must be accessible to all individuals without

gggh D .Nm!- discrimination, taking into account factors such as language, digital literacy,
1scrimination
and access to technology.

PSCs must ensure that complaint mechanisms protect the privacy and
Right to Privacy security of individuals who report concerns, particularly in contexts where

there may be risks of retaliation or reprisal.

. PSCs should provide clear and accessible information about the complaint

Right to including h fl lai h durine th
Information process, including how to file complaints, what to expect during the process,

and potential outcomes.

4.4 Best Practices

Multiple channels: Provide multiple channels for reporting concerns, such as
hotlines, email, online portals, mobile apps, and in-person reporting, to accommodate
different preferences and accessibility needs

User-centric design: Design complaint mechanisms with the needs and
preferences of users in mind, conducting user testing and incorporating feedback to
ensure accessibility and ease of use

Language and format: Provide complaint mechanisms in multiple languages and
formats, such as text, audio, and video, to accommodate the needs of diverse
stakeholders

Privacy and security: Implement robust privacy and security measures to protect
the confidentiality and integrity of complaint data and the identity of individuals who
report concerns

Timely response: Ensure that complaints are acknowledged and addressed in a
timely manner, providing regular updates to complainants throughout the process
Remediation and follow-up: Provide effective remediation for substantiated
complaints and follow up with complainants to ensure that their concerns have been
satisfactorily addressed

Continuous improvement: Regularly review and update complaint mechanisms
based on user feedback and changing needs to ensure they remain accessible and
effective over time

4.5 Implementation Considerations

Stakeholder engagement: Engage with affected stakeholders in the design and
implementation of complaint mechanisms to ensure they meet their needs and
expectations

Integration with existing systems: Integrate ICT-related complaint mechanisms
into existing grievance processes and systems, while ensuring they remain accessible
and user-friendly

Training and awareness: Provide regular training and awareness-raising for
employees and stakeholders on the availability and use of complaint mechanisms

Resource allocation: Allocate sufficient resources, including financial, human, and
technological, to support the effective functioning of complaint mechanisms
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Monitoring and evaluation: Regularly monitor and evaluate the accessibility and
effectiveness of complaint mechanisms, using metrics such as user satisfaction,
resolution rates, and response times

Conducted a thorough assessment of existing complaint channels

Engaged with affected stakeholders to identify accessibility barriers

Developed a multi-channel complaint system (mobile app, online portal, 24/7 hotline)
Ensured availability in multiple languages to cater to diverse stakeholders

Provided extensive training to staff on managing the new complaint system
Implemented a user feedback loop for continuous improvement

Results: Within six months, Heritage saw a 40% increase in ICT-related complaints
reported, a 25% improvement in user satisfaction, and a 15% reduction in complaint
resolution time.

Key Lesson: Investing in accessible, user-centric complaint mechanisms can significantly
enhance a PSC's ability to identify and address ICT-related human rights risks while building
stakeholder trust and confidence.

4.7 Quick Tips

Provide multiple channels for reporting concerns, such as hotlines, email, online
portals, and mobile apps

Design complaint mechanisms with the needs and preferences of users in mind
Provide complaint mechanisms in multiple languages and formats

Implement robust privacy and security measures to protect the confidentiality and
integrity of complaint data

Ensure that complaints are acknowledged and addressed in a timely manner

Provide effective remediation for substantiated complaints and follow up with
complainants

Regularly review and update complaint mechanisms based on user feedback and
changing needs
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4.8 Implementation Checklist

O Engage with affected stakeholders in the design and implementation of complaint mechanisms
O Integrate ICT-related complaint mechanisms into existing grievance processes and systems
O Provide regular training and awareness-raising for employees and stakeholders

O Allocate sufficient resources to support the effective functioning of complaint mechanisms
o Regularly monitor and evaluate the accessibility and effectiveness of complaint mechanisms
O Provide multiple channels for reporting concerns

0 Design complaint mechanisms with the needs and preferences of users in mind

O Provide complaint mechanisms in multiple languages and formats

O Implement robust privacy and security measures

O Ensure that complaints are acknowledged and addressed in a timely manner

4.9 Common Pitfalls to Avoid

e Relying on a single channel for reporting concerns, which may not be accessible to all
stakeholders

e Designing complaint mechanisms without considering the needs and preferences of
users

e Failing to provide complaint mechanisms in multiple languages and formats

e Neglecting to implement robust privacy and security measures to protect the
confidentiality and integrity of complaint data

o Failing to acknowledge and address complaints in a timely manner

e Neglecting to provide effective remediation for substantiated complaints or follow up
with complainants

o Failing to regularly review and update complaint mechanisms based on user feedback
and changing needs

¢ Key Takeaway: Providing accessible complaint mechanisms for ICT-related issues is
essential for PSCs to identify and address human rights risks, enhance transparency and
accountability, and foster trust and confidence among stakeholders in the digital age. By
designing user-centric, multi-channel complaint systems and regularly monitoring and
improving their effectiveness, PSCs can demonstrate their commitment to responsible ICT
use and respect for human rights.
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5. Providing Redress for Rights Violations

5.1 Definition and Relevance to PSCs

Providing redress for rights violations is the process of offering remedies to individuals or
groups who have suffered harm as a result of a company's actions or omissions. In the
context of PSCs and ICT-related human rights issues, redress may include compensation,
apologies, restitution, rehabilitation, and guarantees of non-repetition.

Providing redress is essential for PSCs to:

o Fulfill their responsibility to respect human rights: Under the UN Guiding
Principles on Business and Human Rights (UNGPs), companies have a responsibility
to respect human rights, which includes providing for or cooperating in the
remediation of adverse impacts

e Maintain their social license to operate: By providing redress for rights
violations, PSCs demonstrate their commitment to accountability and respect for
human rights, helping to maintain their social license to operate

e Prevent future violations: Providing redress can help identify systemic issues and
prevent future violations by addressing the root causes of harm and implementing
corrective actions

o Comply with legal and regulatory requirements: Increasingly, legal and
regulatory frameworks require companies to provide redress for human rights
violations, including those related to ICT

5.2 Specific Challenges

e Determining appropriate remedies: Identifying the most appropriate forms of
redress for different types of ICT-related human rights violations, taking into account
the severity of the harm and the needs of affected stakeholders

e Balancing competing interests: Balancing the interests of affected stakeholders,
the company, and other relevant parties when determining and implementing
remedies

o Ensuring accessibility: Ensuring that redress mechanisms are accessible to all
affected stakeholders, including those with limited digital literacy or access to
technology

e Measuring effectiveness: Measuring the effectiveness of redress in addressing the
harm suffered by affected stakeholders and preventing future violations

e Maintaining transparency: Providing transparency about the redress process and
outcomes while protecting the privacy and security of affected stakeholders

5.3 Human Rights Implications

Human Right Implication for PSCs

Right to Effective Providing redress is a key component of the right to effective remedy, as it
Re%n ed ensures that individuals who have suffered harm as a result of ICT-related
y human rights violations receive appropriate remedies.
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Human Right Implication for PSCs

Redress mechanisms must be accessible to all affected stakeholders without

R}ght.to .Nm! discrimination, and remedies should be determined and implemented in a
Discrimination oDt
non-discriminatory manner.
. Affected stakeholders should have the opportunity to participate in the
Right to o . . .
PR determination and implementation of remedies, to ensure that redress
Participation . -
effectively addresses their needs and concerns.
. PSCs should provide clear and accessible information about the redress
Right to : : : X
Information process, including available remedies, how to access them, and the outcomes

of the process.

5.4 Best Practices

Stakeholder engagement: Engage with affected stakeholders in the determination
and implementation of remedies to ensure that redress effectively addresses their
needs and concerns

Proportionality: Ensure that remedies are proportionate to the severity of the harm
suffered and take into account the needs and circumstances of affected stakeholders
Transparency: Provide transparency about the redress process and outcomes,
including the criteria used to determine remedies and the results of the process
Accessibility: Ensure that redress mechanisms are accessible to all affected
stakeholders, including those with limited digital literacy or access to technology
Continuous improvement: Regularly review and update redress mechanisms
based on feedback from affected stakeholders and lessons learned from past cases
Integration with grievance mechanisms: Integrate redress mechanisms with
grievance mechanisms to ensure a seamless process for affected stakeholders seeking
remedies for ICT-related human rights violations

Collaboration with external experts: Collaborate with external experts, such as
human rights organizations and remediation specialists, to ensure that redress
mechanisms are effective and aligned with best practices

5.5 Implementation Considerations

Governance structure: Establish clear governance structures and accountability
mechanisms for the oversight and implementation of redress mechanisms

Resource allocation: Allocate sufficient resources, including financial, human, and
technological, to support the effective functioning of redress mechanisms

Capacity building: Provide regular training and capacity building for personnel
involved in the redress process to ensure they have the necessary skills and knowledge
Monitoring and evaluation: Establish a monitoring and evaluation framework to
track the effectiveness of redress mechanisms and identify areas for improvement
Stakeholder communication: Develop and implement a communication plan to
keep affected stakeholders informed about the redress process and outcomes

5.6 Case Study: GlobalGuard Security Solutions
(Note: This is a fictitious case study)
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GlobalGuard Security Solutions, a mid-sized PSC with 500 employees, addressed an ICT-related human
rights violation caused by surveillance system misuse:

e  Quickly acknowledged the harm caused

e Engaged with affected stakeholders to determine appropriate remedies

e Provided compensation to affected individuals

¢ Issued a public apology

e Implemented corrective actions to prevent future violations

e Conducted a comprehensive review of all surveillance systems

e Provided additional training to staff on responsible use of surveillance technology
Results: GlobalGuard maintained its social license to operate, strengthened its commitment
to human rights, and saw a 15% increase in client trust ratings. The company also received
industry recognition for its transparent and responsible approach to addressing the violation.
Key Lesson: Providing timely and effective redress for ICT-related human rights violations
can help PSCs demonstrate their commitment to accountability and respect for human rights,
while preventing future harm and enhancing stakeholder trust.

5.7 Quick Tips
o Engage with affected stakeholders in the determination and implementation of
remedies

e Ensure that remedies are proportionate to the severity of the harm suffered
e Provide transparency about the redress process and outcomes
o Ensure that redress mechanisms are accessible to all affected stakeholders

e Regularly review and update redress mechanisms based on feedback and lessons
learned

o Integrate redress mechanisms with grievance mechanisms

e Collaborate with external experts to ensure that redress mechanisms are effective and
aligned with best practices

5.8 Implementation Checklist

O Establish clear governance structures and accountability mechanisms for redress mechanisms
0 Allocate sufficient resources to support the effective functioning of redress mechanisms

O Provide regular training and capacity building for personnel involved in the redress process
O Establish a monitoring and evaluation framework to track the effectiveness of redress
mechanisms

0 Develop and implement a communication plan to keep affected stakeholders informed

O Engage with affected stakeholders in the determination and implementation of remedies
O Ensure that remedies are proportionate to the severity of the harm suffered

O Provide transparency about the redress process and outcomes

0 Ensure that redress mechanisms are accessible to all affected stakeholders

O Regularly review and update redress mechanisms based on feedback and lessons learned

5.9 Common Pitfalls to Avoid

o Failing to engage with affected stakeholders in the determination and implementation
of remedies
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e Providing remedies that are not proportionate to the severity of the harm suffered
e Lack of transparency about the redress process and outcomes
o Failing to ensure that redress mechanisms are accessible to all affected stakeholders

e Neglecting to regularly review and update redress mechanisms based on feedback and
lessons learned

e Treating redress mechanisms as separate from grievance mechanisms

o Failing to collaborate with external experts to ensure that redress mechanisms are
effective and aligned with best practices

¢ Key Takeaway: Providing effective redress for ICT-related human rights violations is
essential for PSCs to fulfill their responsibility to respect human rights, maintain their social
license to operate, and prevent future harm. By engaging with affected stakeholders, ensuring
accessibility and transparency, and continuously improving redress mechanisms, PSCs can
demonstrate their commitment to accountability and respect for human rights in the digital
age.
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I 6. Ensuring Effective Remedies for ICT-Related Human Rights Violations

6.1 Definition and Relevance to PSCs

Ensuring effective remedies for ICT-related human rights violations involves providing
access to justice and redress for individuals or groups who have suffered harm as a result of a
PSC's actions or omissions in the digital sphere. Effective remedies should be prompt,
accessible, and capable of addressing the harm suffered, while also preventing future
violations.

Ensuring effective remedies is crucial for PSCs to:

e Meet their human rights obligations: Under international human rights law and
the UNGPs, companies have an obligation to provide for or cooperate in the
remediation of adverse human rights impacts they have caused or contributed to

e Maintain trust and legitimacy: By providing effective remedies for ICT-related
human rights violations, PSCs can maintain trust and legitimacy among stakeholders,
including clients, employees, and local communities

o Mitigate legal and reputational risks: Failing to provide effective remedies can
expose PSCs to legal and reputational risks, such as lawsuits, negative publicity, and
loss of contracts

e Drive continuous improvement: Ensuring effective remedies can help PSCs
identify and address systemic issues in their ICT practices, driving continuous
improvement in their human rights performance

6.2 Specific Challenges

e Complexity of ICT-related violations: ICT-related human rights violations often
involve complex technical, legal, and ethical issues, making it challenging to
determine appropriate remedies

o Transnational nature of violations: ICT-related violations may occur across
multiple jurisdictions, complicating the process of providing effective remedies and
ensuring accountability

o« Power imbalances: Affected stakeholders may face significant barriers in accessing
remedies, such as lack of resources, information asymmetry, or fear of retaliation

e Rapidly evolving technology: The rapid pace of technological change can make it
difficult for PSCs to keep their remedial mechanisms up-to-date and effective in
addressing new types of ICT-related violations

o Balancing competing interests: PSCs may face challenges in balancing the
interests of affected stakeholders, clients, and the company itself when determining
and implementing remedies

6.3 Human Rights Implications

Human Right Implication for PSCs

Ensuring effective remedies is a core component of the right to effective
remedy, as it enables individuals who have suffered ICT-related human rights
violations to access justice and redress.

Right to Effective
Remedy
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Human Right Implication for PSCs

Remedial mechanisms must be accessible to all affected stakeholders without

ght to Equality discrimination, and remedies should be determined and implemented in a fair
Before the Law . .
and impartial manner.
. PSCs must ensure that their remedial processes respect the right to due process,
Right to Due . . . : : .
Process including the presumption of innocence, the right to be heard, and the right to

appeal.

In providing remedies for ICT-related violations, PSCs must respect the privacy
Right to Privacy rights of all parties involved and ensure the confidentiality of sensitive
information.

6.4 Best Practices

o Comprehensive remedial framework: Develop a comprehensive remedial
framework that encompasses preventative, detective, and corrective measures to
address ICT-related human rights violations

o Stakeholder engagement: Engage with affected stakeholders in the design,
implementation, and evaluation of remedial mechanisms to ensure they are effective
and responsive to their needs

o Transparency and accountability: Provide transparency about the remedial
process and outcomes, and establish clear accountability mechanisms for the
implementation of remedies

e Continuous learning and improvement: Regularly review and update remedial
mechanisms based on lessons learned, stakeholder feedback, and emerging best
practices

o Collaboration with external experts: Collaborate with external experts, such as
human rights organizations, technology specialists, and legal advisors, to ensure that
remedial mechanisms are effective and aligned with international standards

o Integration with existing processes: Integrate remedial mechanisms into
existing company processes, such as risk management, compliance, and grievance
mechanisms, to ensure a holistic approach to addressing ICT-related violations

o Capacity building: Provide regular training and capacity building for personnel
involved in the remedial process to ensure they have the necessary skills and
knowledge to provide effective remedies

6.5 Implementation Considerations

e Governance and oversight: Establish clear governance structures and oversight
mechanisms for the implementation of remedial mechanisms, including roles and
responsibilities, decision-making processes, and reporting lines

e Resource allocation: Allocate sufficient resources, including financial, human, and
technological, to support the effective functioning of remedial mechanisms

e Accessibility and inclusivity: Ensure that remedial mechanisms are accessible
and inclusive, taking into account the diverse needs and circumstances of affected
stakeholders, such as language, cultural context, and digital literacy

e Monitoring and evaluation: Establish a monitoring and evaluation framework to
track the effectiveness of remedial mechanisms and identify areas for improvement,
using both quantitative and qualitative indicators
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Stakeholder communication: Develop and implement a communication plan to
keep affected stakeholders informed about the remedial process and outcomes, and to
solicit their feedback and input

6.6 Case Study: SecureTech Innovations

(Note: This is a fictitious case study)

SecureTech Innovations, a small PSC with 100 employees, faced a significant challenge when
a data breach exposed sensitive client information:

Quickly mobilized a dedicated response team

Engaged with affected stakeholders to assess harm and determine appropriate
remedies

Implemented a comprehensive remedial action plan

Provided compensation and identity protection services to affected individuals
Conducted a thorough review of data protection practices

Enhanced cybersecurity measures and implemented new data encryption protocols
Increased transparency through regular updates to stakeholders

Offered additional staff training on data protection and privacy rights

Results: SecureTech mitigated the negative impacts of the breach, maintained 90% of
affected clients, and saw a 25% increase in new clients citing improved data protection
measures.

Key Lesson: Ensuring effective remedies for ICT-related human rights violations requires a
proactive, stakeholder-centric approach that prioritizes transparency, accountability, and
continuous improvement.

6.7 Quick Tips

Develop a comprehensive remedial framework that encompasses preventative,
detective, and corrective measures

Engage with affected stakeholders in the design, implementation, and evaluation of
remedial mechanisms

Provide transparency about the remedial process and outcomes, and establish clear
accountability mechanisms

Regularly review and update remedial mechanisms based on lessons learned,
stakeholder feedback, and emerging best practices

Collaborate with external experts to ensure that remedial mechanisms are effective
and aligned with international standards

Integrate remedial mechanisms into existing company processes to ensure a holistic
approach

Provide regular training and capacity building for personnel involved in the remedial
process
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6.8 Implementation Checklist

O Establish clear governance structures and oversight mechanisms for remedial mechanisms

o Allocate sufficient resources to support the effective functioning of remedial mechanisms

0 Ensure that remedial mechanisms are accessible and inclusive

O Establish a monitoring and evaluation framework to track the effectiveness of remedial
mechanisms

0 Develop and implement a communication plan to keep affected stakeholders informed

0 Develop a comprehensive remedial framework

0O Engage with affected stakeholders in the design, implementation, and evaluation of remedial
mechanisms

O Provide transparency about the remedial process and outcomes, and establish clear
accountability mechanisms

O Regularly review and update remedial mechanisms based on lessons learned, stakeholder
feedback, and emerging best practices

0 Collaborate with external experts to ensure that remedial mechanisms are effective and aligned
with international standards

6.9 Common Pitfalls to Avoid

o Failing to develop a comprehensive remedial framework that addresses prevention,
detection, and correction

e Neglecting to engage with affected stakeholders in the design, implementation, and
evaluation of remedial mechanisms

e Lack of transparency about the remedial process and outcomes, and unclear
accountability mechanisms

o Failing to regularly review and update remedial mechanisms based on lessons
learned, stakeholder feedback, and emerging best practices

e Not collaborating with external experts to ensure that remedial mechanisms are
effective and aligned with international standards

e Treating remedial mechanisms as separate from existing company processes

o Failing to provide regular training and capacity building for personnel involved in the
remedial process

¢ Key Takeaway: Ensuring effective remedies for ICT-related human rights violations is a
critical responsibility for PSCs in the digital age. By developing comprehensive remedial
frameworks, engaging with stakeholders, prioritizing transparency and accountability, and
continuously improving their practices, PSCs can meet their human rights obligations,
maintain trust and legitimacy, and drive positive change in the private security industry.
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I 7. Stakeholder Engagement in Grievance Mechanisms

7.1 Definition and Relevance to PSCs

Stakeholder engagement in grievance mechanisms refers to the process of involving affected
parties, such as employees, clients, and local communities, in the design, implementation,
and evaluation of a company's grievance processes. In the context of PSCs and ICT-related
human rights issues, stakeholder engagement is essential for ensuring that grievance
mechanisms are accessible, effective, and responsive to the needs and concerns of those who
may be impacted by the company's activities.

Engaging stakeholders in grievance mechanisms is crucial for PSCs to:

Build trust and legitimacy: By involving stakeholders in the grievance process,
PSCs can demonstrate their commitment to transparency, accountability, and respect
for human rights, thereby building trust and legitimacy among affected parties
Identify and address concerns: Stakeholder engagement helps PSCs identify and
address potential human rights risks and concerns related to their ICT practices,
enabling them to take proactive measures to prevent or mitigate harm

Improve the effectiveness of grievance mechanisms: Incorporating
stakeholder feedback and perspectives can help PSCs design and implement grievance
mechanisms that are more accessible, culturally appropriate, and effective in
addressing ICT-related human rights issues

Comply with international standards: Stakeholder engagement is a key
component of international human rights standards, such as the UNGPs, which call
for the participation of affected parties in the remediation of adverse human rights
impacts

7.2 Specific Challenges

Power imbalances: Stakeholders may face significant barriers to engagement, such
as lack of resources, information asymmetry, or fear of retaliation, which can hinder
their ability to participate meaningfully in the grievance process

Diverse stakeholder groups: PSCs may need to engage with a wide range of
stakeholders, each with their own unique needs, concerns, and expectations, making
it challenging to develop a one-size-fits-all approach to engagement

Cultural and linguistic barriers: Differences in language, cultural norms, and
communication styles can complicate the process of engaging with stakeholders from
diverse backgrounds and contexts

Balancing competing interests: PSCs may face challenges in balancing the
interests and priorities of different stakeholder groups, as well as those of the
company itself, when designing and implementing grievance mechanisms
Maintaining ongoing engagement: Ensuring continuous and meaningful
stakeholder engagement throughout the lifecycle of a grievance mechanism can be
resource-intensive and time-consuming, particularly for smaller PSCs with limited

capacity
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7.3 Human Rights Implications

Human Right Implication for PSCs

Right to
Participation

Stakeholder engagement is a key aspect of the right to participation, as it
enables affected parties to have a say in the decisions and processes that
impact their lives and well-being.

Engaging stakeholders in the design and implementation of grievance

Right to Effective mechanisms can help ensure that these processes are accessible, effective, and
Remedy responsive to the needs of those seeking remedy for ICT-related human rights

violations.
PSCs must ensure that stakeholder engagement processes are inclusive and

.ght.to .Noq non-discriminatory, taking into account the diverse needs and circumstances
Discrimination .
of different stakeholder groups.
. Providing stakeholders with clear, accessible, and timely information about
Right to X . X . . .
Information the grievance process and their rights is essential for enabling meaningful

engagement and participation.

7.4 Best Practices

Early and ongoing engagement: Engage stakeholders early in the design process
and maintain ongoing engagement throughout the implementation and evaluation of
grievance mechanisms

Inclusive and accessible engagement: Ensure that engagement processes are
inclusive and accessible to all relevant stakeholder groups, taking into account factors
such as language, cultural context, and digital literacy

Transparent and responsive communication: Provide clear, transparent, and
timely communication about the grievance process and how stakeholder inputs are
being considered and incorporated

Collaborative problem-solving: Foster a collaborative approach to problem-
solving, working with stakeholders to identify and address challenges and
opportunities related to the grievance mechanism

Capacity building: Provide capacity building and support to enable meaningful
stakeholder participation, particularly for vulnerable or marginalized groups
Integration with existing processes: Integrate stakeholder engagement into
existing company processes, such as risk management, compliance, and human rights
due diligence, to ensure a holistic approach

Monitoring and evaluation: Regularly monitor and evaluate the effectiveness of
stakeholder engagement processes, using both quantitative and qualitative indicators,
and adapt approaches as needed based on feedback and lessons learned

7.5 Implementation Considerations

Stakeholder mapping: Conduct a comprehensive stakeholder mapping exercise to
identify all relevant stakeholder groups and assess their needs, concerns, and
expectations related to the grievance mechanism

Engagement planning: Develop a detailed stakeholder engagement plan that
outlines the objectives, methods, and timeline for engagement activities, as well as
roles and responsibilities for implementation

Resource allocation: Allocate sufficient resources, including financial, human, and
technological, to support meaningful and ongoing stakeholder engagement
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Grievance data analysis: Regularly analyze grievance data and stakeholder
feedback to identify trends, patterns, and areas for improvement in the grievance
mechanism and broader ICT practices

Reporting and communication: Publicly report on the outcomes of stakeholder
engagement processes, including how inputs have been considered and incorporated
into the design and implementation of the grievance mechanism

Conducted thorough stakeholder mapping exercise

Engaged diverse stakeholders through workshops, surveys, and focus groups
Incorporated feedback into grievance mechanism design

Ensured accessibility, transparency, and responsiveness in the new system
Established ongoing stakeholder communication channels

Implemented regular review processes with stakeholder input

Results: Heritage saw a 40% increase in stakeholder trust and confidence, a 30%
improvement in grievance resolution rates, and a 25% enhancement in overall human rights
performance scores.

Key Lesson: Investing in meaningful and ongoing stakeholder engagement is essential for
developing effective grievance mechanisms that address ICT-related human rights risks and
maintain a PSC's social license to operate.

7.7 Quick Tips

Engage stakeholders early in the design process and maintain ongoing engagement
throughout implementation and evaluation

Ensure that engagement processes are inclusive and accessible to all relevant
stakeholder groups

Provide clear, transparent, and timely communication about the grievance process
and how stakeholder inputs are being considered and incorporated

Foster a collaborative approach to problem-solving, working with stakeholders to
identify and address challenges and opportunities

Provide capacity building and support to enable meaningful stakeholder
participation, particularly for vulnerable or marginalized groups

Integrate stakeholder engagement into existing company processes to ensure a
holistic approach

Regularly monitor and evaluate the effectiveness of stakeholder engagement
processes and adapt approaches as needed based on feedback and lessons learned
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7.8 Implementation Checklist

o0 Conduct a comprehensive stakeholder mapping exercise

O Develop a detailed stakeholder engagement plan

O Allocate sufficient resources to support meaningful and ongoing stakeholder engagement

O Regularly analyze grievance data and stakeholder feedback to identify trends, patterns, and
areas for improvement

O Publicly report on the outcomes of stakeholder engagement processes

0O Engage stakeholders early in the design process and maintain ongoing engagement throughout
implementation and evaluation

O Ensure that engagement processes are inclusive and accessible to all relevant stakeholder
groups

O Provide clear, transparent, and timely communication about the grievance process and how
stakeholder inputs are being considered and incorporated

O Foster a collaborative approach to problem-solving, working with stakeholders to identify and
address challenges and opportunities

O Provide capacity building and support to enable meaningful stakeholder participation,
particularly for vulnerable or marginalized groups

7.9 Common Pitfalls to Avoid

o Failing to engage stakeholders early in the design process or maintaining ongoing
engagement throughout implementation and evaluation

o Neglecting to ensure that engagement processes are inclusive and accessible to all
relevant stakeholder groups

e Lack of clear, transparent, and timely communication about the grievance process
and how stakeholder inputs are being considered and incorporated

e Not fostering a collaborative approach to problem-solving or working with
stakeholders to identify and address challenges and opportunities

e Failing to provide capacity building and support to enable meaningful stakeholder
participation, particularly for vulnerable or marginalized groups

o Treating stakeholder engagement as a separate process rather than integrating it into
existing company processes

e Neglecting to regularly monitor and evaluate the effectiveness of stakeholder
engagement processes or adapt approaches as needed based on feedback and lessons
learned

¢ Key Takeaway: Meaningful and ongoing stakeholder engagement is critical for PSCs to
develop effective grievance mechanisms that can address ICT-related human rights risks and
maintain trust and legitimacy among affected parties. By investing in inclusive, transparent,
and collaborative engagement processes, PSCs can ensure that their grievance mechanisms
are responsive to the needs and concerns of those they aim to serve.
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Continuous Improvement of Grievance Mechanisms

8.1 Definition and Relevance to PSCs

Continuous improvement of grievance mechanisms refers to the ongoing process of
monitoring, evaluating, and adapting a company's grievance processes to ensure they remain
effective, efficient, and responsive to the evolving needs and expectations of stakeholders. In
the context of PSCs and ICT-related human rights issues, continuous improvement is
essential for ensuring that grievance mechanisms can keep pace with the rapid advancements
in technology and the changing landscape of human rights risks and challenges.

Continuously improving grievance mechanisms is crucial for PSCs to:

Maintain effectiveness and relevance: Regular monitoring and adaptation of
grievance mechanisms help ensure that they remain effective in addressing ICT-
related human rights issues and relevant to the needs and concerns of stakeholders

Identify and address emerging risks: Continuous improvement processes
enable PSCs to proactively identify and address emerging human rights risks and
challenges related to their ICT practices, helping to prevent or mitigate potential
harm

Foster a culture of learning and accountability: By embedding continuous
improvement into the grievance process, PSCs can foster a culture of learning,
innovation, and accountability, driving positive change throughout the organization
Demonstrate commitment to human rights: Continuously improving grievance
mechanisms demonstrates a PSC's ongoing commitment to respecting and promoting
human rights, enhancing the company's reputation and social license to operate

8.2 Specific Challenges

Resource constraints: Implementing continuous improvement processes can be
resource-intensive, requiring significant investments in time, personnel, and
technology, which may be challenging for smaller PSCs with limited budgets
Resistance to change: Established processes and practices related to grievance
mechanisms may be deeply entrenched within a PSC, making it difficult to drive
change and foster a culture of continuous improvement

Balancing competing priorities: PSCs may face challenges in balancing the need
for continuous improvement with other competing priorities, such as cost reduction,
operational efficiency, and client demands

Measuring effectiveness: Defining and measuring the effectiveness of grievance
mechanisms can be complex, particularly when it comes to assessing the impact on
human rights outcomes and stakeholder perceptions

Keeping pace with technological change: The rapid pace of technological
change can make it difficult for PSCs to continuously adapt their grievance
mechanisms to address new and emerging ICT-related human rights risks and
challenges
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8.3 Human Rights Implications

Human Right Implication for PSCs

Continuously improving grievance mechanisms is essential for ensuring

Right to Effective that individuals whose rights have been violated by a PSC's ICT practices
Remedy can access effective remedies that are responsive to their needs and
circumstances.

Engaging stakeholders in the continuous improvement process is a key

Right to Participation aspect of the right to participation, enabling affected parties to have a say

in the ongoing development and adaptation of grievance mechanisms.
PSCs must ensure that continuous improvement processes are inclusive

Right to Equality and and non-discriminatory, taking into account the diverse needs and
Non-Discrimination experiences of different stakeholder groups, particularly those who may be

Right to Information

marginalized or vulnerable.

Providing stakeholders with clear, accessible, and timely information
about the continuous improvement process and how their inputs are being
considered and incorporated is essential for enabling meaningful
engagement and participation.

8.4 Best Practices

Establish clear objectives and metrics: Define clear objectives and metrics for
the continuous improvement of grievance mechanisms, aligned with the PSC's overall
human rights strategy and commitments

Engage stakeholders: Regularly engage with stakeholders to gather feedback and
inputs on the effectiveness and accessibility of grievance mechanisms, and involve
them in the identification and prioritization of improvement opportunities
Conduct regular assessments: Conduct regular assessments of the grievance
mechanism, using a combination of quantitative and qualitative methods, to identify
strengths, weaknesses, and areas for improvement

Benchmark against industry standards: Benchmark the PSC's grievance
mechanism against industry standards and best practices, such as the UNGPs and the
ICoC, to ensure alignment and identify opportunities for enhancement

Foster a culture of learning: Encourage a culture of learning and innovation
within the PSC, promoting open dialogue, knowledge sharing, and experimentation
related to the continuous improvement of grievance mechanisms

Allocate adequate resources: Allocate adequate resources, including financial,
human, and technological, to support the ongoing monitoring, evaluation, and
adaptation of grievance mechanisms

Communicate progress and outcomes: Regularly communicate progress and
outcomes of the continuous improvement process to stakeholders, demonstrating
transparency and accountability

8.5 Implementation Considerations

Governance and accountability: Establish clear governance structures and
accountability mechanisms for the continuous improvement process, including roles
and responsibilities, decision-making processes, and reporting lines
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Integration with existing processes: Integrate continuous improvement into
existing company processes, such as risk management, compliance, and human rights
due diligence, to ensure a holistic and integrated approach

Capacity building: Provide training and capacity building for personnel involved in
the grievance mechanism and continuous improvement process, to ensure they have
the necessary skills and knowledge to effectively contribute to ongoing enhancement
efforts

Technology and data management: Leverage technology and data management
systems to support the collection, analysis, and reporting of grievance data and
stakeholder feedback, enabling data-driven decision-making and improvement
Collaboration and partnerships: Explore opportunities for collaboration and
partnerships with external stakeholders, such as civil society organizations, academic
institutions, and industry peers, to share knowledge, best practices, and resources
related to the continuous improvement of grievance mechanisms

8.6 Case Study: GlobalGuard Security Solutions

(Note: This is a fictitious case study)

GlobalGuard Security Solutions, a mid-sized PSC with 500 employees, ecognized the importance of
continuously improving its grievance mechanism to address evolving ICT-related human rights risks. It
implemented a comprehensive strategy for continuous improvement of its grievance mechanism:

Established a dedicated continuous improvement team

Conducted regular assessments of the grievance process

Engaged with stakeholders to gather feedback

Benchmarked against industry best practices

Simplified the complaint submission process

Increased transparency in communicating outcomes

Enhanced stakeholder involvement in mechanism design and evaluation

Results: GlobalGuard saw a 30% increase in user satisfaction, a 25% reduction in average
grievance resolution time, and a 20% increase in the number of reported ICT-related human
rights concerns.

Key Lesson: Embedding continuous improvement into the grievance process is essential for
PSCs to maintain effectiveness, address emerging human rights risks, and demonstrate
ongoing commitment to respecting human rights in the digital age.

8.7 Quick Tips

Establish clear objectives and metrics for the continuous improvement of grievance
mechanisms

Regularly engage with stakeholders to gather feedback and inputs on the effectiveness
and accessibility of grievance mechanisms

Conduct regular assessments of the grievance mechanism, using a combination of
quantitative and qualitative methods

Benchmark the PSC's grievance mechanism against industry standards and best
practices

Foster a culture of learning and innovation within the PSC, promoting open dialogue,
knowledge sharing, and experimentation
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e Allocate adequate resources to support the ongoing monitoring, evaluation, and
adaptation of grievance mechanisms

e Regularly communicate progress and outcomes of the continuous improvement
process to stakeholders

8.8 Implementation Checklist

O Establish clear governance structures and accountability mechanisms for the continuous
improvement process

O Integrate continuous improvement into existing company processes

O Provide training and capacity building for personnel involved in the grievance mechanism and
continuous improvement process

O Leverage technology and data management systems to support the collection, analysis, and
reporting of grievance data and stakeholder feedback

O Explore opportunities for collaboration and partnerships with external stakeholders

O Establish clear objectives and metrics for the continuous improvement of grievance mechanisms
0 Regularly engage with stakeholders to gather feedback and inputs on the effectiveness and
accessibility of grievance mechanisms

o Conduct regular assessments of the grievance mechanism, using a combination of quantitative
and qualitative methods

0 Benchmark the PSC's grievance mechanism against industry standards and best practices

O Foster a culture of learning and innovation within the PSC, promoting open dialogue, knowledge
sharing, and experimentation

8.9 Common Pitfalls to Avoid

o Failing to establish clear objectives and metrics for the continuous improvement of
grievance mechanisms

e Neglecting to regularly engage with stakeholders to gather feedback and inputs on the
effectiveness and accessibility of grievance mechanisms

e Not conducting regular assessments of the grievance mechanism or using a limited
range of methods

e Failing to benchmark the PSC's grievance mechanism against industry standards and
best practices

e Not fostering a culture of learning and innovation within the PSC or promoting open
dialogue, knowledge sharing, and experimentation

o Failing to allocate adequate resources to support the ongoing monitoring, evaluation,
and adaptation of grievance mechanisms

e Neglecting to regularly communicate progress and outcomes of the continuous
improvement process to stakeholders

¢ Key Takeaway: Continuous improvement is a critical component of effective grievance
mechanisms for PSCs in the digital age. By embedding ongoing monitoring, evaluation, and
adaptation into the grievance process, PSCs can ensure that their mechanisms remain
responsive to the evolving needs and expectations of stakeholders, address emerging ICT-
related human rights risks, and demonstrate a strong commitment to respect for human rights.
Investing in continuous improvement not only enhances the effectiveness and legitimacy of
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grievance mechanisms but also contributes to a culture of learning, innovation, and
accountability within the organization.
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Addressing Cross-Border Challenges in Remedy Provision

9.1 Definition and Relevance to PSCs

Cross-border challenges in remedy provision refer to the difficulties that arise when seeking to
provide effective remedies for ICT-related human rights violations that occur across multiple
jurisdictions. In the context of PSCs, these challenges are particularly relevant given the global
nature of their operations and the complex web of legal, cultural, and technological factors that
can impact the accessibility and effectiveness of grievance mechanisms.

Addressing cross-border challenges is crucial for PSCs to:

Ensure access to remedy: By addressing cross-border challenges, PSCs can ensure
that individuals whose rights have been violated by their ICT practices can access
effective remedies, regardless of their location or the jurisdiction in which the violation
occurred

Comply with international standards: Addressing cross-border challenges is
essential for PSCs to comply with international human rights standards, such as the
UNGPs, which call for the provision of effective remedies for business-related human
rights abuses

Mitigate legal and reputational risks: Failing to address cross-border challenges
can expose PSCs to legal and reputational risks, such as lawsuits, negative publicity,
and loss of contracts, particularly in cases where violations occur in jurisdictions with
weak legal frameworks or limited access to remedy

Demonstrate commitment to human rights: By proactively addressing cross-
border challenges, PSCs can demonstrate their commitment to respecting and
promoting human rights, enhancing their credibility and social license to operate

9.2 Specific Challenges

Legal and regulatory differences: Variations in legal and regulatory frameworks
across jurisdictions can create challenges for PSCs in providing consistent and effective
remedies for ICT-related human rights violations

Cultural and linguistic barriers: Differences in language, cultural norms, and
communication styles can complicate the process of providing accessible and culturally
appropriate grievance mechanisms across borders

Technological disparities: Uneven access to technology and digital infrastructure
across jurisdictions can create barriers for individuals seeking to access grievance
mechanisms or participate in remedy processes

Jurisdictional conflicts: Conflicts between the laws and regulations of different
jurisdictions can create uncertainties and challenges for PSCs in determining the
appropriate forum for addressing grievances and providing remedies

Enforcement and accountability: Ensuring the enforcement of remedies and
holding PSCs accountable for cross-border human rights violations can be difficult,
particularly in cases where there are limited legal or regulatory mechanisms for cross-
border cooperation and coordination
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9.3 Human Rights Implications

Human Right Implication for PSCs

Right to Addressing cross-border challenges is essential for ensuring that individuals whose
Effective rights have been violated by a PSC's ICT practices can access effective remedies,
Remedy regardless of their location or the jurisdiction in which the violation occurred.

Right to PSCs must ensure that their efforts to address cross-border challenges do not

discriminate against individuals based on their nationality, ethnicity, or other

ggfl‘i)z;l;t{he Law protected characteristics, and that all individuals have equal access to grievance
mechanisms and remedies.

. In addressing cross-border challenges, PSCs must ensure that their grievance
Right to Due hani d d he right to d includine th
Process mechanisms and remedy processes respect the right to due process, including the

right to a fair hearing, the right to legal representation, and the right to appeal.

. PSCs must ensure that their cross-border grievance mechanisms and remedy
Right to he pri q 1d findividuals. § li th
Privacy processes protect the privacy and personal data ot individuals, In compliance wit

applicable data protection laws and regulations across jurisdictions.

9.4 Best Practices

Collaborative approach: Foster collaboration and dialogue with stakeholders
across jurisdictions, including civil society organizations, government agencies, and
industry peers, to identify and address cross-border challenges in remedy provision
Harmonization of standards: Work towards the harmonization of standards and
practices related to grievance mechanisms and remedy provision across jurisdictions,
through engagement with industry associations, multi-stakeholder initiatives, and
international organizations

Culturally sensitive design: Design grievance mechanisms and remedy processes
that are culturally sensitive and adaptable to the needs and preferences of stakeholders
across different contexts, taking into account factors such as language, communication
styles, and cultural norms

Technological innovation: Leverage technological innovation, such as mobile
platforms, online dispute resolution, and machine translation, to enhance the
accessibility and effectiveness of cross-border grievance mechanisms and remedy
processes

Capacity building: Invest in capacity building and training for personnel involved in
cross-border grievance mechanisms and remedy processes, to ensure they have the
necessary skills and knowledge to navigate legal, cultural, and technological differences
across jurisdictions

Monitoring and evaluation: Regularly monitor and evaluate the effectiveness of
cross-border grievance mechanisms and remedy processes, using a combination of
quantitative and qualitative methods, and adapt approaches based on lessons learned
and best practices

Transparency and reporting: Provide transparent and regular reporting on the
outcomes and effectiveness of cross-border grievance mechanisms and remedy
processes, including information on the number and types of complaints received, the
remedies provided, and the challenges encountered
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9.5 Implementation Considerations

Stakeholder engagement: Conduct comprehensive stakeholder engagement across
jurisdictions to understand the specific cross-border challenges and needs related to
remedy provision, and involve stakeholders in the design and implementation of
solutions

Legal and regulatory compliance: Ensure compliance with applicable laws and
regulations related to cross-border grievance mechanisms and remedy provision,
including data protection, privacy, and consumer protection laws

Resource allocation: Allocate adequate resources, including financial, human, and
technological, to support the effective implementation and operation of cross-border
grievance mechanisms and remedy processes

Integration with existing processes: Integrate cross-border considerations into
existing grievance mechanisms and remedy processes, rather than creating separate or
parallel systems, to ensure consistency and efficiency

Continuous improvement: Embed continuous improvement processes into cross-
border grievance mechanisms and remedy processes, to ensure they remain effective
and responsive to changing needs and challenges over time

9.6 Case Study: SecureTech Innovations

(Note: This is a fictitious case study). SecureTech Innovations, a small PSC with 100 employees, faced a
cross-border data breach challenge affecting multiple jurisdictions. The company quickly realized the
need to provide effective remedies to affected individuals, while navigating the complex legal and
cultural landscape of cross-border remedy provision. SecureTech:

Quickly assembled a cross-functional response team
Engaged with stakeholders across jurisdictions to understand needs and concerns

Collaborated with legal and cultural experts to design a culturally sensitive remedy
process

Developed a multi-lingual communication strategy for affected individuals
Implemented a secure online platform for remedy claims

Provided tailored compensation packages based on local contexts
Established a dedicated helpline for affected individuals

Results: SecureTech provided satisfactory remedies to 95% of affected individuals within 6

months, minimized legal risks, and received praise for its culturally sensitive approach.

Key Lesson: Addressing cross-border challenges in remedy provision requires a proactive,

collaborative, and culturally sensitive approach, as well as investment in necessary resources
and expertise to ensure effectiveness and legitimacy.

9.7 Quick Tips

Foster collaboration and dialogue with stakeholders across jurisdictions to identify and
address cross-border challenges

Work towards the harmonization of standards and practices related to grievance
mechanisms and remedy provision across jurisdictions

Design grievance mechanisms and remedy processes that are culturally sensitive and
adaptable to the needs and preferences of stakeholders across different contexts
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Leverage technological innovation to enhance the accessibility and effectiveness of
cross-border grievance mechanisms and remedy processes

Invest in capacity building and training for personnel involved in cross-border
grievance mechanisms and remedy processes

Regularly monitor and evaluate the effectiveness of cross-border grievance
mechanisms and remedy processes, and adapt approaches based on lessons learned
and best practices

Provide transparent and regular reporting on the outcomes and effectiveness of cross-
border grievance mechanisms and remedy processes

9.8 Implementation Checklist

o0 Conduct comprehensive stakeholder engagement across jurisdictions

O Ensure compliance with applicable laws and regulations related to cross-border grievance
mechanisms and remedy provision

0 Allocate adequate resources to support the effective implementation and operation of cross-
border grievance mechanisms and remedy processes

O Integrate cross-border considerations into existing grievance mechanisms and remedy processes
0 Embed continuous improvement processes into cross-border grievance mechanisms and
remedy processes

O Foster collaboration and dialogue with stakeholders across jurisdictions

0 Work towards the harmonization of standards and practices related to grievance mechanisms
and remedy provision across jurisdictions

0 Design grievance mechanisms and remedy processes that are culturally sensitive and adaptable
O Leverage technological innovation to enhance accessibility and effectiveness

O Invest in capacity building and training for personnel involved in cross-border grievance
mechanisms and remedy processes

9.9 Common Pitfalls to Avoid

Failing to engage with stakeholders across jurisdictions to understand specific cross-
border challenges and needs

Neglecting to ensure compliance with applicable laws and regulations related to cross-
border grievance mechanisms and remedy provision

Failing to allocate adequate resources to support the effective implementation and
operation of cross-border grievance mechanisms and remedy processes

Creating separate or parallel systems for cross-border grievance mechanisms and
remedy processes, rather than integrating them into existing processes

Neglecting to embed continuous improvement processes into cross-border grievance
mechanisms and remedy processes

Failing to work towards the harmonization of standards and practices related to
grievance mechanisms and remedy provision across jurisdictions

Designing grievance mechanisms and remedy processes that are not culturally sensitive
or adaptable to the needs and preferences of stakeholders across different contexts

¢ Key Takeaway: Addressing cross-border challenges in remedy provision is essential for
PSCs to ensure access to effective remedies for ICT-related human rights violations, comply
with international standards, mitigate legal and reputational risks, and demonstrate their
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commitment to respecting and promoting human rights. By adopting a proactive,
collaborative, and culturally sensitive approach, and investing in the necessary resources and
expertise, PSCs can navigate the complexities of cross-border remedy provision and ensure the
legitimacy and effectiveness of their grievance mechanisms.
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Future Trends in Remedy and Grievance Mechanisms for PSCs

10.1 Emerging Technologies and Their Impact

The rapid advancement of emerging technologies, such as artificial intelligence (AI),
blockchain, and the Internet of Things (IoT), is expected to have a significant impact on the
future of remedy and grievance mechanisms for PSCs. These technologies have the potential

to:

Enhance accessibility: Al-powered chatbots and virtual assistants can provide 24/7
support and guidance to individuals seeking to access grievance mechanisms, while
machine translation can help overcome language barriers

Improve efficiency: Automated case management systems and predictive analytics
can streamline the handling of complaints and help identify patterns and trends in
grievances, enabling PSCs to address systemic issues more effectively

Increase transparency: Blockchain technology can be used to create tamper-proof
records of grievances and remedies, enhancing transparency and accountability in the
remedy process

Facilitate cross-border cooperation: Secure, decentralized platforms can enable
better coordination and information sharing between PSCs, civil society organizations,
and government agencies across jurisdictions, facilitating the provision of cross-border
remedies

However, the use of emerging technologies in remedy and grievance mechanisms also raises
new challenges and risks, such as:

Algorithmic bias: Al systems used in the remedy process may perpetuate or amplify
existing biases and discrimination, particularly if they are trained on historical data
that reflects past inequalities

Privacy and security concerns: The collection and processing of sensitive personal
data in the context of grievance mechanisms may pose risks to individual privacy and
security, particularly in cases where data is shared across borders or with third parties

Lack of human touch: Over-reliance on automated systems may lead to a lack of
human empathy and understanding in the remedy process, which can be particularly
important in cases of severe human rights violations

Digital divide: The use of emerging technologies may exacerbate existing inequalities
in access to remedy, particularly for individuals and communities with limited access
to digital infrastructure and skills

10.2 Evolving Regulatory Landscape

The regulatory landscape related to remedy and grievance mechanisms for PSCs is expected to
evolve in response to the increasing importance of ICT in security provision and the growing
recognition of the human rights responsibilities of private actors. Key trends in this area
include:

Strengthening of international standards: International human rights bodies
and multi-stakeholder initiatives are likely to develop more detailed and prescriptive
standards related to the provision of effective remedies by PSCs, building on existing
frameworks such as the UNGPs and the ICoC
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Increased national regulation: Governments may introduce new laws and
regulations related to the human rights responsibilities of PSCs, including
requirements for effective grievance mechanisms and remedy processes

Mandatory human rights due diligence: There may be a trend towards
mandatory human rights due diligence requirements for PSCs, which would require
them to identify, prevent, mitigate, and account for their human rights impacts,
including through the provision of effective remedies

Extraterritorial jurisdiction: Courts may increasingly assert extraterritorial
jurisdiction over human rights violations committed by PSCs, enabling individuals to
seek remedies in the home states of PSCs or in other jurisdictions where they have a
significant presence

Convergence of standards: There may be a convergence of standards related to
remedy and grievance mechanisms across different jurisdictions and sectors, facilitated
by the harmonization efforts of international organizations and industry associations

10.3 Anticipated Challenges in Providing Effective Remedy

As the operating environment for PSCs becomes more complex and the expectations for
effective remedy and grievance mechanisms continue to rise, PSCs are likely to face a range of
new and evolving challenges, such as:

Balancing security and human rights: PSCs may face increasing pressure to
balance their responsibility to provide security with their obligation to respect human
rights, particularly in situations of conflict or instability

Managing complex supply chains: The globalization of security provision and the
increasing use of subcontractors and partners may make it more difficult for PSCs to
ensure effective remedies for human rights violations throughout their supply chains
Responding to new forms of harm: The emergence of new technologies and the
changing nature of security threats may give rise to new forms of harm that are difficult
to anticipate or address through traditional grievance mechanisms

Ensuring access to remedy in fragile contexts: PSCs operating in fragile or
conflict-affected areas may face particular challenges in providing effective remedies,
due to weak rule of law, limited state capacity, and the presence of armed groups
Addressing cumulative impacts: The cumulative impact of multiple human rights
violations over time may require PSCs to develop more holistic and long-term
approaches to remedy and grievance mechanisms, beyond the resolution of individual
cases

Maintaining trust and legitimacy: As public scrutiny of the human rights
performance of PSCs increases, they may face challenges in maintaining the trust and
legitimacy of their grievance mechanisms, particularly in cases where remedies are
perceived as inadequate or insincere

r Key Takeaway: The future of remedy and grievance mechanisms for PSCs will be shaped
by the rapid advancement of emerging technologies, the evolving regulatory landscape, and
the increasing complexity of the operating environment. To meet these challenges and ensure
effective access to remedy for ICT-related human rights violations, PSCs will need to be
proactive, adaptive, and collaborative in their approach, leveraging the opportunities
presented by new technologies while mitigating the risks, and engaging with stakeholders to
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develop innovative and context-specific solutions. By staying ahead of the curve and
prioritizing the provision of effective remedies, PSCs can not only meet their human rights
responsibilities but also enhance their long-term resilience and success in a rapidly changing
world.
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I Glossary

10.

11.

12.

13.

14.

15.

Accessibility: The degree to which a grievance mechanism is known and easily accessible
to all stakeholder groups for whose use it is intended, including those who may face
particular barriers to access.

Accountability: The process of holding individuals or entities responsible for their
actions and decisions, and imposing sanctions or providing remedies when their conduct
has resulted in harm or violated legal or ethical standards.

Alternative dispute resolution (ADR): Methods of resolving disputes outside of
formal litigation, such as mediation or arbitration.

Continuous improvement: The ongoing process of enhancing the quality, efficiency,
and effectiveness of a grievance mechanism based on learning from experience,
stakeholder feedback, and evolving best practices.

Cross-border challenges: The legal, practical, and cultural difficulties that arise when
seeking to provide effective remedies for human rights violations that occur across
multiple jurisdictions.

Effectiveness: The extent to which a grievance mechanism is capable of providing
timely, adequate, and appropriate remedies for human rights violations, as well as
preventing future harm.

Emerging technologies: New and rapidly evolving technologies, such as artificial
intelligence, blockchain, and the Internet of Things, that have the potential to significantly
impact the provision of remedy and the functioning of grievance mechanisms.
Grievance mechanism: A formal, legal or non-legal process through which individuals
or groups can raise concerns or complaints about the conduct of a company and seek
remedies for alleged human rights violations.

Human rights due diligence: The ongoing process through which companies identify,
prevent, mitigate, and account for how they address their actual and potential adverse
human rights impacts.

ICT-related human rights violations: Adverse human rights impacts that arise from
the use or misuse of information and communication technologies by companies, such as
privacy breaches, algorithmic bias, or cyber harassment.

Legitimacy: The perceived fairness, credibility, and trustworthiness of a grievance
mechanism among its intended users and other relevant stakeholders.

Non-judicial mechanisms: Grievance processes that operate outside of the formal
court system, such as company-level complaint procedures or national human rights
institutions.

Remedy: The range of measures that can be taken to address an actual or potential
adverse human rights impact, including apologies, restitution, rehabilitation,
compensation, punitive sanctions, and guarantees of non-repetition.

Stakeholder engagement: The process of identifying, consulting, and collaborating
with individuals or groups who have an interest in a company’s operations, with the aim
of understanding their needs, concerns, and expectations.

Transparency: The degree to which information about the functioning and performance
of a grievance mechanism is made available to its intended users and other relevant
stakeholders, subject to legitimate requirements of commercial confidentiality.

ICT4Peace Foundation - boots2bytes.ch - v1.1, June 2026 - Page 47 47



Tool 12 - Right to Remedy and Effective Grievance Mechanisms for

References and Further Reading:

10.

11.

Access to Remedy Portal (Business & Human Rights Resource Centre):
https://www.business-humanrights.org/en/big-issues/corporate-legal -
accountability/access-to-remedy/

Effectiveness Criteria for Non-Judicial Grievance Mechanisms (UN Office of the High

Commissioner for Human Rights):

https://www.ohchr.org/sites/default/files/Documents/Issues/Business/ARP/ARPIII
Effectiveness Criteria.pdf

Human Rights in the Digital Age (Global Partners Digital): https://www.gp-

digital.org/wp-content/uploads/2020/07/Human-Rights-in-the-Digital-Age.pdf

International Code of Conduct for Private Security Service Providers (ICoC):
https://icoca.ch/the-code/

International Labour Organization (ILO) Declaration on Fundamental Principles and
Rights at Work: https://www.ilo.org/declaration/lang--en/index.htm

OECD Due Diligence Guidance for Responsible Business Conduct:
https://www.oecd.org/investment/due-diligence-guidance-for-responsible-business-
conduct.htm

Remedy in Business and Human Rights Cases (Business and Human Rights Journal):
https://www.cambridge.org/core/journals/business-and-human-rights-
journal/article/remedy-in-business-and-human-rights-cases/

The Corporate Responsibility to Respect Human Rights: An Interpretive Guide (UN
Office of the High Commissioner for Human Rights):
https://www.ohchr.org/sites/default/files/Documents/Publications/HR.PUB.12.2 E
n.pdf

United Nations Global Compact: https://www.unglobalcompact.org/

United Nations Guiding Principles on Business and Human Rights (UNGPs):
https://www.ohchr.org/sites/default/files/documents/publications/guidingprinciple
sbusinesshr en.pdf

Voluntary  Principles on Security ¥ and  Human Rights (VPs):
https://www.voluntaryprinciples.org/the-principles/
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